LINKEDIN SMART CARD

DESKTOP SETTINGS

SOCIAL NETWORK DOs & DON'Ts

DAKOTA STATE.

*  Only establish and maintain connections with people you know and trust. Review your connections often and block or unfollow

people if needed.

+  Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

Secure it!

* Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your

personal data.

* Avoid posting or tagging images of you or your family that clearly show your face. Select pictures taken at a distance, at an
angle, or otherwise concealed. Never post Smartphone photos and don’t use your face as a profile photo, instead, use cartoons

or avatars.

* Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

inl MANAGING YOUR LINKEDIN PROFILE

LinkedIn is a professional networking site whose users establish connections with co-workers, customers, business contacts, and
potential employees and employers. Users post and share information about current and previous employment, education, military
activities, specialties, and interests. To limit exposure of your personal information, you can review and manage who can view your

profile and activities.

inj ACCOUNT SETTINGS in QUICK FACTS

Manage the Login and Security settings shown with arrows below ¢ There are over 500 million LinkedIn users
to ensure that your information is secured and shared in a limited fashion.
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Navigate through Account tab to manage and/or edit | Logln and
Security settings. Follow the Login and Security settings shown with
arrows below to ensure that your information is secured and shared in a
limited fashion.
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around the world. 250 million monthly
active users, only 3 million share contents
on a weekly basis. Aside from the US,
LinkedIn is widely adopted in India, Brazil,
and the UK.

Users tend to share information related to
their careers or jobs as opposed to
photographs from parties or social
events.

LinkedIn profiles tend to be more visible
and searchable than social networks
such as Facebook.

Paid LinkedIn accounts have access to
more information about other users, such
as connections, than free accounts.

The type of information users can see
about each other depends on how closely
they are connected (1st, 2nd, or 3rd
degree).



inj| LOGIN and SECURITY

Account Privacy Ads Communications

| Login and security

Site preferences
o Email addresses
Subscriptions and payments . . .
Add or remove email addresses on your account iema
Partners and services
Phone numbers Use complex passwords or password
ACOOB TReR AgEseent Add a phone number in case you have trouble signing in phrases. Include capital letters and | ognone numoes
|  numbers to ensure that attackers
/ cannot access your accouat
Change password iaformation. Change
Choose a unique password to protect your account
Where you’re signed in Change
See your active sessions, and sign outif you'd like Add a phone number to activate two-step | *****
verification and enhance acconat
Two-step verification security. Changs
Activate this feature for enhanced account security f
il PARTNERS and SERVICES
Account Privacy Ads Communications
Login and security
: Don't allow access
Site preferences Partners and services to other services.
Subscriptions and payments Microsoft Change
(VA pa: £ 5 ’ " 0 connected accounts
I Partners and services 4 [ 7
Account management Permitted Services Close
View services you've authorized and manage data sharing 0 connected apps

These are the services to which you have granted access to your LinkedIn
profile and network data. If you remove that access here, they will no longer
be able to access your LinkedIn data. To re-enable them in the future, go to
the service and grant access again.

You can manage Microsoft accounts you have connected to from our new
Microsoft setting.

You have not granted access to any services.

Twitter settings Change
Manage your Twitter info and activity on your LinkedIn account dotconnected




inj CLOSING YOUR ACCOUNT

Apply the Account Management settings shown with the arrow below to learn more about the options you have in ensuring that
your account is closed or deleted if no longer in use.

Account Privacy Ads Communications

Microsoft

Login and security View Microsoft accounts you've connected to your LinkedIn account

Site preferences Permitted Services

Subscriptions and paymentd View services you've authorized and manage data sharing
Partners and services Twitter settings
| Account management Manage your Twitter info and activity on your LinkedIn account

Account management

Merging LinkedIn accounts Change

Transfer connections from a duplicate account, then close it If you no longer plan to use the Linkedln

service, you can close your acconnt. Click

Closing your LinkedIn account ——————m| Close your LinkedIn accouat and follow Change
- ¢ steps to confirm that you
Learn about your options, and close your account if you wish vt b Sk thaay .

inj| PRIVACY - EDIT YOUR PUBLIC PROFILE

Review settings by following the screenshots and arrows below to ensure that your information is visible only to people of your
choosing. Navigate through Privacy Tab to manage how others see your profile and network information.

Account Privacy Ads Communications

| How others see yourprofileand | 1y thers see your profile and network information

network information

How others see your LinkedIn dit your publlc profile Change
activity [ e how your profi

or permitted s

How LinkedIn uses your data

. Who can see your email adNyess Change
Job seeking preferences =

Choose who can s2& your email addrdgs on your profile

Blocking and hiding

Set your public profile to Off. Users not signed | Public profile settings # Edit your custom URL
i n ‘to LI n ked I n W | I I n Ot See yo u r p rOfI I e a n d You control your profile and can limit what is shown on search engines and other off-LinkedIn services. Personalize the URL for your profile.

Viewers who aren't signed in to LinkedIn will see all or some portions of the profile view displayed
www.linkedin.comjin/arica-kulm-80a927163 2

limits visibility to search engines and other | b«
off-LinkedIn services. = Edit Content

Public profile view not available because your profile’s public visibility is off. Switch it on to This is your public profile. To edit its sections,
activate and manage your profile’s public visibility. update your profile.

Edit contents

Edit Visibility
You control your profile’s appearance for people
who are not signed in to Linkedin. The limits you
set here affect how your profile appears on search
engines, profile badges, and permitted services
like Outlook.
Learn more

Your profile's public off D
visibility
N

Set to Off




inj| PROFILE and NETWORK INFORMATION

Set who can see your connections to only you.

Account Privacy Ads Communications

| How others see yourprofiteand ™ oy others see your profile and network information

network information

How others see your Linke Edit your public profile Chanzs

activity Choose how your profile
-_-rgines or ;:ermittic SErVICES

zppears to non-logged in members via search

How LinkedIn uses your data
Who can see your email address Change

Choose who can

Job seeking preferences
see your email address on your profile

Blocking and hiding

b
Who can see your connections

Choose who can see your list of connections

Members will still be able to s2e connections who endorze you and
connections they share u. (Don’t want your endorseme isi
Just choose to opt out) Learn more

Your connections

o viewed

[@irryy. Your connections ure zappears when people v

ST

w your profile

Information contained in the “profile also viewed" section changes frequently and is not under your control, it is best
to turn it off.

Account Privacy Ads Communications

dit your public profile

I How othﬁtrs see )'O_U" profile and Choose how your profile zppears to non-logged in members via search
stwork information engines or permitted services
How oth your Linked| .
o othErE sEeyeurtineean Who can see your email address Chanzs
activity } i
Choose who can s2e your email address on your profile

How LinkedIn uses your data

Who can see your connections

Job seeking preferences . .
- EP : Choose who can s2e your list of connections Connectiors

Blocking and hiding A - -
Viewers of this profile also viewed Close

Choose whether or not this feature appears when people view your profile

uld we display “Viewers of this profile also viewed” box on your Profile




inj| PROFILE and NETWORK INFORMATION

Account Privacy Ads Communications

| How others seeyourprofileand | Ly others see your profile and network information

network information

How others see your LinkedIn Edit your public proﬁle Change

acuvity Choose how your pro
engines or permitted se

e appears to non-logged in members via search
ces
How LinkedIn uses your data

Who can see your email address Chzn

i}
o

Job seeking preferences
Choose who can s2e your email address on your profile
Blocking and hiding
Who can see your connections

Choose who can see your list of connections

Viewers of this profile also viewed Chznge

Choose whether or not this feature appears when people view your profile o

Who can see your last name Close

Choose how you want your name to appear ul

Select how your last name will appear to others. Your full name is aly
visible to your connections.

o m Francisca Afua Opoku Boateng, MS

ﬁ Francisca Afua O.
s Fh.D.StudentinlSspeci

Turn off Profile Visibility Off LinkedIn to ensure your information is not displayed by affiliates, partners,
customers, or other permitted developers.

Account Privacy Ads Communications

e

| Howothers seeyourprofileand | 163\ others see your profile and network information

network information

How others see your LinkedIn Edit your publlc proﬁle Chan

i
i

activity Choose how your profile appears to non-logged in members via search
engines or permitted services

How LinkedIn uses your data

Who can see your email address

Job seeking preferences
Choose who can s2& your email address on your profile

Blocking and hiding
Who can see your connections Chan

Choose who can see your list of connections e

Click on highlighted tab
and for maximum

protection/ anonymity, set Choose whether or not this feature appears when people

YES/NO coatrol to NO

Viewers of this profile also viewed

v your profile s

Who can see your last name

Choose how you want your name to appear

Representing your organization and interests Chan

Choose if we mention you with content about your employers or other
content you publicly expressed an interast in

Profile visibility off LinkedIn Close
Choose how your profile 2ppears via partners’ and other permitted services s

Should we show information from your profile to users of permitted services
such a3 Qutlook? Learn more




inj| PRIVACY - LINKEDIN ACTIVITY

Review settings by following the screenshots and arrows below to ensure that your information is visible only to
people of your choosing.

Account Privacy Ads Communications

How others see your LinkedIn activity

How others see your profile and

network information
Profile viewing options l&— | Setto Private mode. Change
| How others see your Linkedin Choose whether you're visible or viewing in private mode Private mode
activity
i Change
How LinkedIn uses your data Manage active status ¢———____

Set to No so others will not see

Choose who can see when you are on LinkedIn .
when you are on LinkedIn.

Job seeking preferences

Share job changes, education changes, and work Change
anniversaries from profile
Choose whether your network is notified

Blocking and hiding

/ Notifying connections when you’re in the news Change
Choose whether we notify people in your network that you’ve been mentioned No
Set both to No to in an article or blog post
minimize your profile.
=——— ) Mentions or tags by others Change

Choose whether other members can mention or tag you

inj| PRIVACY - DATA USAGE BY LINKEDIN

Account Privacy Ads Communications
How LinkedIn uses your data !
How others see your profile and y RE\/'le'W your data and
) . activity to see how
network information / Linked that dat
Manage your data and activity inkedin uses that data.
How others see your Linkedin Review the data that you've provided, and make changes if you'd like
activity
N Change
| How LinkedIn uses your data Gettlng acopy of your data
See your options for accessing a copy of your account data, connections, and
Job seeking preferences more
Blocking and hiding Manage who can discover your profile from your email Change
address

Manage who can discover

Choose who can discover your profile if they are not connected to you but your profile i they know your

have your email address

< email address or phone
number. For highest security
Manage who can discover your profile from your phone set to Nobody.
number
Choose who can discover your profile if they have your phone number
Using public data to improve your profile Change
Choonse whether we can 11se nublic data to heln voul imnrove vour nrofile No




inj| PRIVACY - DATA USAGE BY LINKEDIN - continued

Account Privacy Ads Communications
Using public data to improve your profile
How others see your profile and ap P ) y P ) ) 4—1 Set to No so
Choose whether we can use public data to help you improve your profile .
network information LinkedIn does
not use your
How others see your LinkedIin Sync contacts public data.
activity Manage or sync contacts to connect with people you know directly from your

address book

| How LinkedIn uses your data

; Sync calendar Change
Job seeking preferences
Manage or sync calendar to get timely updates about who you’ll be meeting
Blocking and hiding with
Salary data on Linkedin Choose if younant to

sync  contacts and

See and delete your salary data . .
v v calendar with LinkedIn

Search history Thange

Clear all previous searches performed on LinkedIn

Choose what personal
information you want to
provide —>

Personal demographic information Change
Choose what details you provide about your personal demographics

inj| PRIVACY — BLOCKING AND HIDING

™
(m
(=)

ount Privacy Ads

o L = v £

Choghse if you want to share your full profile with the job poster when you're
How others see your profile and n off Linked|n after clicking apply
network information

Stored job applicant accounts
How others see your LinkedIn

activity Manage which third party job applicant accounts are stored on LinkedIn.

How LinkedIn uses your dat

Blocking and hiding

Job seeking preferences

|| Blocking and hiding  |——————# Followers

Choose who can follow you and see your public updates

Blocking
Manage who caa follow you on See your list, and make changes if you'd like
LinkedIn. Block or Unfollow i .
suspicious people if need be.
Unfollowed

See who you have unfollowed, and resume following if you'd like




inl GENERAL AD PREFERENCES

Apply the Account Management settings shown with the arrow below to learn more about the options you have in ensuring that
your account is closed or deleted if no longer in use.

Account Privacy Ads Communications

| General advertising preferences | (Ganeral advertising preferences

Data collected on LinkedIn

Profile data for ad personalization Close
Third party data

Control how certain ads appear to you o
Can LinkedIn use your profile photo and profile information (like name or
company) to personalize the content of promoted jobs and ads? NOTE: Only
you can see ads with your photo.
Disable profile data which No Q
allows to use your data to o ; Iy tak 048 h b ot
. Lo c 0 ours to beco .
provide insights that help anges typically fake up ur ecome efiective
advertisers.
Interest categories Change

See more relevant promoted jobs and ads based on your and similar
members’ activities on LinkedIn and Bing

inj| THIRD PARTY ADS

Third-party applications and services can access your personal information once you authorize them in your settings. Limit the use
of applications to ensure that third parties cannot collect, share, or misuse your personal information. Avoid sharing your activities
on third-party websites with LinkedIn by disabling the option. Do not permit or allow LinkedIn to receive information about your
visited sites.

Account Privacy Ads Communications

Third party data

General advertising preferences

Data collected on LinkedIn Interactions with businesses Chanze

ee more relevant promoted jobs and ads based on information or consent

I Third party data SA
given to busin

Ad-related actions Closs

See more relevant promoted jobs and ads based on actions you took on ads

Can LinkedIn use information about actions you took off LinkedIn (like
applying to a job) in response to ads to understand which promoted jobs and

Opt-out of any third party data ads are most relevant to you? NOTE: we only report aggregate ad
collection and social advertising by performance to advertisers and do not tell them about specific actions you
turaing off your setting. took.
No |( )
A

afterwards, you may continue to see (1) ads that are targeted to you based on
other criteria and (2) opt-out options in ads.




il COMMUNICATIONS

Account Privacy Ads Communications
Notifications by channel Who can reaCh you
| Who can reach you
Invitations to connect Change
Messaging experience Choose who can connect with you Emall and Importsd contacts
Invitations from your network Change

Choose what invitations you would like to receive from your network On

Messages Manage who can send you invitations, Change
Allow select people to message you messages and research participation e
requests.

Research invites Change

Allow LinkedIn to invite you to participate in research ves

PASSWORD RECOMMENDATIONS

e Minimum of 8 characters is recommended.

e Use a combination of upper and lowercase letters, numbers and symbols/punctuation marks.

e Should not contain your name, username, phone number, birthday, pets’ names or other personal information.
e Should be unique to each app or website you use.

e Don't use common words (dictionary, iloveyou, password) or series of letters (qwerty, abcd1234).

e Using a longer passphrase or series of words may be easier to remember and more secure.

www.fbi.gov/stats-services/publications/parent-guide

USEFUL BT

https://support.microsoft.com/en-us/help/4091455/windows-protect-

LI N KS privacy-internet

https://www.consumer.ftc.gov/features/feature-0038-onguardonline

https://www.linkedin.com/help/linkedin/answer/66/managing-your-account-
and-privacy-settings-overview?lang=en




